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Priorities for Instrumentation

• Business
• Application
• Services
• Infrastructure

Events and Metrics





Uplevel the Conversation

• Understand the customer
- Internally and externally

• Requirements should be gathered across 
business and IT teams

• Responsibility for definition of monitoring 
should be shared
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JSR-163 (JavaTM Platform Profiling 
Architecture) added in Java 1.5

Overloads the default behavior of 
Java to allow hooks into code for 
many use cases

Since JDK 1.6, for the Oracle 
HotSpot JVM, a javaagent may be 
dynamically attached to a running 
JVM by specifying the process-id 
(pid). 



● Profiling API loaded into the same process as the application process that is being profiled. 
● Callback interface (ICorProfilerCallback in the .NET Framework version 1.0 and 1.1, 

ICorProfilerCallback2 in version 2.0 and later)
● CLR calls the methods in that interface to notify the .NET agent of events in the profiled process
● Profiler can also call into the CLR by using the methods in the ICorProfilerInfo and ICorProfilerInfo2 

interfaces to obtain information about the state of the profiled application
● Callbacks are used to inject MSIL (Microsoft Intermediate Language) bytecode into existing application 

code for instrumentation.

https://msdn.microsoft.com/en-us/library/ms230818(v=vs.110).aspx
https://msdn.microsoft.com/en-us/library/ms230825(v=vs.110).aspx
https://msdn.microsoft.com/en-us/library/ms230825(v=vs.110).aspx
https://msdn.microsoft.com/en-us/library/ms233177(v=vs.110).aspx
https://msdn.microsoft.com/en-us/library/ms231876(v=vs.110).aspx




• Replace methods / attributes / functions at runtime
• Apply a patch at runtime to the objects in memory, instead of the 

source code on disk;



Zend callback methods zend_execute(…), zend_execute_internal(…) 
and zend_compile_file(…) so that it can wrap the original 
implementations with instrumentation code.

Handles state changes 
and new web server 
initialization (which are 
PHP instances)



● Wrap methods using before, after and around aspect 
interceptors. 

● Callback along with after, before and around aspect interceptor. 
● Notifications when asynchronous calls are complete.
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[code]
PERF,2013-04-03 11:29:52.640,external,0x123456,NA,service1,MyAPP,jimmy,NA,336,NA,NA
INFO,2013-04-03 11:29:53.189,internal,789012,0x123456,service2,TheirApp,jimmy,NA,174,NA,NA
INFO,2013-04-03 11:29:52.892,internal,345678,789012,service3,TheirApp,jimmy,NA,163,NA,NA
[/code]
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Discover a business processing unit – BT

Self learn its performance metrics – report constantly, all traffic

Self learn its distributed activity – report constantly, all traffic

Self learn its performance thresholds – evaluate constantly

Self learn code level activity – report only when needed

Self collect diagnostics – for anomalies and problem patterns

Automatic detection of SLA failures 
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